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Figure 1. General overview of the approach
Figure 3. Tool for automated model generation (the framework).

Introduction
Modeling systems and software on (smart grid)
infrastructure level is a complex, time consuming, and
error prone task. Even more so in the field of cyber
security. However, many of the ICT systems within the
smart grid (both in IT and OT) produce information that
can be used to automate (part of) the modeling. A
problem is that these systems tend to be
heterogeneous, and the data that can be extracted
from them as well. These heterogeneous sources can
provide data on different levels of granularity, and
different formats and accuracy. To merge the
heterogeneous data, the problems and conflicts in the
data need to be resolved. A smart method is needed
for merging, that allows using the knowledge we have
about the data sources, the data itself and external
data enrichment sources.
We propose a framework to automate the cyber
security model creation that aims to solve the
heterogeneity problems. The data in the framework is
divided into claims, where claim means a statement a
data source makes about some ICT object. The
framework stores the data in a hybrid database,
supports multiple models with model adapters, and
uses, amongst others, methods such as truth discovery
for conflict resolution and prioritization of data from
chosen sources. Gaps in the data are addressed with
external help.

Purpose
The work aims to answer three questions:
• How can cyber security modeling be made less
manual and more automated to speed it up?
• How can (automated) modeling use multiple
heterogeneous data sources?
• How can parts of heterogeneous data be prioritized
for automatic modeling in such a way that
knowledge about data sources is taken into
account?

Figure 2. Small SCADA lab at KTH

Methods and Materials
• The work is based on design science [1].
• The problem has been defined in collaboration with
stakeholders.
• New theories and artifacts (the framework) have
been built using other theories and frameworks [29].
• The framework (Fig. 3) has been assessed and
refined through a case study (described in Table 1)
in a small SCADA lab (Fig. 2) at KTH.
• The theories have been implemented using Python,
and a graph database ArangoDB (Fig. 4).
• The final IT infrastructure security threat assessment
is done using securiCAD modeling tool.

Results
The results show that the quality of the output models
depends on the quality of the input data. External help
like an ontology is needed to improve data quality.
A probabilistic approach is preferable if there is doubt
in the trustworthiness of the data sources. A truth
discovery algorithm (like LCA [9]) can calculate the
probability that a data source asserts correct claims,
while prioritizing the claims from the data sources that
have the most matching claims. The main benefit of
using the truth discovery algorithm over naive versions
is that it allows to use prior trust values and factor in
uncertainty with negative claims. The negative claims
ensure that claims from data sources that have been
attributed the lowest trustworthiness values and that
have the highest number of conflicts with other claims
are removed .

Figure 4. Data in graph database.
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Table 1. Claims about IT architecture in the SCADA case study
using Truth Discovery and Naïve analysis to resolve conflicts.

Name
Claims
Conflicting claims
Non-conflicting claims
Conflicting claims after conflicts solved
Saved to DB (without negative)

Truth
Naive
1426
1426
2008
90
569
1336
726
22
983
1358

Conclusions
Machine readable sources can be used as input for
modeling, but heterogeneous data needs to be
augmented and standardized, and conflicts need to be
resolved. Data from different data sources can be
prioritized using a truth discovery algorithm.
The framework was tested in a small SCADA lab with 3
different modeling tools to show the viability of the
approach. During the case study two conflict resolution
algorithms were compared – naïve (frequency based)
and truth discovery (LCA) [9].
The tests show that the framework can be used to
speed up IT architecture vulnerability assessments.
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