SEGRID detailed reference
model use case 2 scenario 2

This white paper presents the reference architecture of the SEGRID project’s use case 2 scenario 2:
central load balancing of renewable energy. The reference model is described with its different ICT
components and configurations. As supplementary material to this report, four models devised in the
securiCAD threat modelling tool are provided. The four models represent four different alternative
configurations of the reference architecture. The models are intended as a starting point and support
for further cyber security analyses of other smart grid scenarios.
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Introduction
This document describes a reference case model of an Information and Communication Technology
(ICT) infrastructure related to one of the detailed scenarios of the second use case; use case 2 scenario 2
(uc2:s2). This model can be used as a starting point for further adaption, design and analysis for other
related smart grid use cases. In the SEGRID project it was particularly used for vulnerability analysis. This
document describes the architecture and properties of a reference model and as an appendix the
specific vulnerability assessment models derived from the reference model are provided.
As a basis for the vulnerability assessment the project used a tool called securiCAD1. securiCAD has been
evolved from the KTH Royal Institute of Technology research prototype Cyber Security Modeling
Language (CySeMoL)2 [Sommestad13][Holm14][Holm15]. securiCAD makes its vulnerability assessments
by performing probabilistic simulations of attack graphs on system architecture models. In short,
securiCAD uses a domain specific language that specifies ICT assets (hosts, data flows, access control,
etc.), potential attack steps related to these assets (man in the middle, deployment of a zero day exploit,
denial of service, etc.), as well as defences related to these assets (encryption, salting, patching, etc.).
From a model instance in the language attack graphs are automatically generated and calculated. The
overall result and final vulnerability assessment metric is that all attack steps get a probabilistic time-tocompromise (TTC) distribution. A low TTC thus corresponds to a high vulnerability, or inversely a high
level of resilience since it takes long time to compromise. (What attack steps are interesting to consider
needs to be determined by a separate risk analysis).

1

2

securiCAD is developed by foreseeti. Cf. www.foreseeti.com
https://www.kth.se/en/ees/omskolan/organisation/avdelningar/epe/research/resilient-informatio/projects/cysemol

4

Reference architecture description
The starting point for modelling the use case are the high-level logical models developed by the SEGRID
project. The high-level model of uc2:s2 is found in Figure 1.

Figure 1. High-level logical model of the uc2:s2.

It describes a scenario regarding central load balancing of renewable energy. From an ICT infrastructure
point of view this means that the traditional power grid infrastructure is extended with yet another type
of substation, namely the Distributed Energy Resource (DER) generation that is monitored and
controlled by the central Supervisory Control And Data Acquisition (SCADA) system. (A more
comprehensive description of the
Comparing the high-level use case modelling language with the securiCAD modelling language, they
clearly are on different abstraction layers. On the one hand, the language used for the high-level use
cases contains the following system assets (as can be qualitatively inferred to from the Figure 1 model as
such and its legend):
• Information asset,
• System asset,
• Function asset,
• Communication asset,
• Stakeholder/Role.
On the other hand, the complete securiCAD language contains:
• AccessControl,
• Client,
• Dataflow,
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Datastore,
Firewall,
Host,
IDS,
IPS,
KeyStore,
Network,
PhysicalZone,
Protocol,
Router,
Service,
SoftwareProduct,
User,
UserAccount,
VulnerabilityScanner,
WebApplication,
WebApplicationFirewall, and
ZoneManagement.

A formal mapping between these two languages is not possible (if the implicit semantics is also to be
kept consistent). Instead, converting a high-level use case into a securiCAD model can be seen as a
refinement process of the high-level use case where more details and nuances are introduced and
updated.
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Figure 2. The physical system overview of uc2:s2.
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To narrow the gap between the developed high-level model and the details of th securiCAD language, in
essence two intermediate models/specifications are used. First, a traditional physical system viewpoint
(cf. Figure 2) depicts networks (zones) operated by different stakeholders. These networks contain
computer hosts and are connected to each other via firewalls. Note that network segments that are only
interconnected by routers are not explicitly modelled; they are regarded as a single security zone.
Finally, vital information objects are introduced as, e.g. in the SCADA zone we find process data, historic
data, and maintenance data. To complement this physical view of this specific use case/scenario, a list of
fifty data flows was developed (cf. Table 1). The list is an attempt of tabling all data flows that are
present in a modern smart grid. The model was created using the collective expertise of the SEGRID’s
end-users Alliander and EDP as well as of the technology provider ABB.
The model is intended to be a generic and representative for a uc2:s2 smart grid architecture; it does
not reflect any particular system instance.
Below are the different kinds of data that were included:
• RTU&IED Maintenance data: Determines how the Remote Terminal Units (RTU) and Intelligent
Electronic Device(s) (IED) shall function. A typical example would be active power flow limits for
a power line where Process Data (measured data) is supervised against such limits. Such
maintenance data must be loaded to the RTUs and IEDs either by a remote download from an
office domain or by local loading from a fixed or mobile workstation in the substation.
• SCADA Maintenance Data: Similar to the RTU & IED Maintenance data but considerable more
comprehensive. SCADA Maintenance Data includes all types of parameters that are necessary
for the SCADA system to function properly.
• Front-End Maintenance Data: Configuration data from the SCADA database that is downloaded
to the Front-End system. This is typically data that concerns the Data Acquisition system like
communication network topology, protocol definition(s), transmission speeds, etc.
• Meter Configuration Data: Parameters to control the functionality of Smart Meters and kWh
meters. Such data is downloaded to the meters from the Advanced Metering Infrastructure
(AMI) zone of the office environment using the Distribution Line Message Specification (DLMS)
protocols.
• Process Data: Data measured from physical sensors in the supervised process and sent to the
central SCADA system and data sent to the process from the SCADA system/SCADA operators.
Note that the collection and display of Process Data and sending of commands is the core of a
SCADA system.
• Remote Substation Login: Represents the possibility for a user in the office domain of a utility to
remotely login in into a primary or secondary RTU.
• Historic Data: Mostly Process Data collected by the SCADA system and transferred to a Historian
where the collected Process Data is timestamped and stored in a database.
• Software/Hardware Data: Updates of the SCADA, RTU and the IED firmware or software patches
to correct bugs.
• Time Synch Data: Used to synchronise all clocks in the SCADA system including the clocks of the
primary and secondary RTUs.
• Load Forecast Data: Predicts future loads in the power grids. Load Forecasts Data is normally
calculated at the transmission system level by the Transmission System Operator (TSO) and
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considers several external parameters like weather forecasts, special days of the year (e.g.
national holidays), etc.
Meter Data: Energy usage by individual customers at the Distribution System Operator (DSO)
level. In this specific use case, Meter Data is measured by and stored in a smart meter and sent
to an AMI system on a regular basis using a separate communication infrastructure.
KWh Meter Data: Measurement of the energy production of a Distributed Energy Resource
(DER).
Internet data: Data available on the Internet, e.g. through web browsing and emails.

Of course, data flows were defined in accordance with uc2:s2 and in that regard, a certain amount of
information flows was dismissed because they are outside the use case’s scope (e.g., smart meter
pushing, smart meter alarms, etc.). In a few cases below, some assumptions were. Most often this
concerns an assumption of who the initiator is of a dataflow or authentication. In these cases, data flows
have been consistently modelled in the most secured version of the alternatives to avoid depicting an
overly insecure picture of the smart grid.
Table 1. Data flows of uc2:s2. (Initiator refers to the host that is initiating the dataflow, whether it is for sending or receiving
data. For authentication, LI refers to Log In (credentials are required) and FS refers Fixed Setup (the receiver is not filtrating who
is initiating the request)). When authentication is uncertain, LI has usually been preferred to FS. Grey rows represent data flows
that are only present in the model with a SCADA DMZ, and red rows represent data flows that are only present in the model
without a SCADA DMZ. See the end of this section for more information about the two architectures).

#

Name

From

To

Initiator

Protocols

Auth

Comment

1

RTU&IED
Maintenance
data

DSO Element
Manager

Primary RTUs

DSO Element
Manager

Unknown
protocol over
fibre-optic wide
area network
(WAN)

LI

Changing parameters
of RTUs and IEDs
from office domain
and download to
RTUs. Examples are
allocation of signals
to input board
channels.

2

RTU&IED
Maintenance
data

DSO Element
Manager

Secondary
RTUs

DSO Element
Manager

Unknown
protocol over
GPRS WAN

LI

Same as above

3

Remote
substation login

Office Station

Substation
workstation

DSO Office
Station,
Engineering
zone

CITRIX format for
remote desktop
RDP

LI

Remote login to
Substation
workstation from
office network. Uses
a remote desktop
connection (CITRIX).
Normal login
procedures to access
the RTU.

4

Process data

Primary RTU

SCADA Front
End

SCADA Front
End

IEC 60870-5-101

FS

Collection of
measurands,
indication and pulse
counters from RTUs
over Process WAN
and sending of
commands and
setpoints. This is a

(bidirectional)

IEC 60870-5-104
DNP 3.0
Modbus
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#

Name

From

To

Initiator

Protocols

Auth

Proprietary
protocols

5

Process data

Process data

SCADA Front
End

SCADA Front
End

Same as above

FS

Same as above.

DER RTUs

SCADA Front
End

SCADA Front
End

Same as above

FS

Same as above.

SCADA Front
End

SCADA

SCADA Front
End

RSP
IEC 60870-5-104

FS

Process data from
Front End to SCADA
and commands and
set points from
SCADA to Front-Ends.

(bidirectional)
7

Process data

polled system where
the Front Ends takes
the initiative in both
directions.

Secondary RTU

(bidirectional)
6

Comment

(inflow)

8

Process data
(commands)

SCADA

SCADA Front
End

SCADA

RSP
IEC 60870-5-104

FS

Commands from
SCADA to Front End.

9

Process data
(inflow)

SCADA

Human
Machine
Interface
(HMI)

HMI

Internal
proprietary
protocols

FS/LI

HMI asks for process
data from SCADA
server real-time
database to present
process displays.
When the operator
starts his session, he
has to login to define
his authorities. After
login, there is an
established
connection.

10

Process data
(commands)

HMI

SCADA

HMI

Internal
proprietary
protocols

FS/LI

Operator via HMI
requests commands
to be sent to RTUs.

11

Process data
(inflow)

SCADA

Replicated
SCADA

SCADA

Internal
proprietary
protocols

FS

SCADA replicates
process data to
Replicated SCADA

12

Process data
(inflow)

Replicated HMI

Replicated
SCADA

Replicated HMI

Internal
proprietary
protocols

FS/LI

Replicated HMI asks
for process data from
Replicated SCADA
server real-time
database to present
process displays.

13

Historic data

SCADA

Historian

SCADA

SQL commands

FS

SCADA logs process
data from real-time
database and inserts
in historical database
using Oracle SQL
commands.

14

Historic data

Historian

Replicated
Historian

Historian

SQL commands

FS

Historian replicates
historic data to
Replicated Historian
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#

Name

From

To

Initiator

Protocols

Auth

Comment
in DMZ using
standard features by
Oracle to duplicate.

15

Historic Data

Historian

HMI

HMI

SQL commands

FS/LI

Historic data from
Historian is
presented on SCADA
HMI.

16

SCADA
Maintenance
data

DE HMI

Data
Engineering

DE HMI

SQL commands

LI

Maintenance data
for SCADA, examples
are static topology,
limits, etc. Data
Engineering users
enter data from HMI
to Data Engineering
database (Oracle).

16

SCADA
Maintenance
data

Data
Engineering

SCADA

Data
Engineering

Internal
propriety
protocols

FS

SCADA maintenance
data loaded into the
SCADA real-time
database from Data
Engineering.

17

RTU&IED
Software

DSO Update
server

Primary RTU

DSO Update
server

Protocol
unknown, over
fiber WAN

LI

Software/firmware
updates from DSO
Engineering Zone to
RTUs and IEDs in
primary substations.

18

RTU&IED
Software

DSO Update
server

Secondary RTU

DSO Update
server

Same as above
Over GPRS

LI

Same as above.

19

RTU&IED
Software

DSO File
transfer

DSO Update
server

DSO Update
server

Protocol
unknown over
LAN

?

RTU&IED software
updates pulled from
DSO File Transfer
server to Update
server on the
Engineering zone.

20

RTU&IED
Software

Vendor Server

DSO File
Transfer

DSO File
Transfer

Protocol
unknown, over
Internet

LI

This is transferring
RTU&IED software
updates pulled from
the vendor server to
the DSO File Transfer
server.

21

SCADA
Software

Vendor Server

File transfer
server

File transfer
server

Protocol
unknown, over
Internet

LI

SCADA software
updates and bug
fixes from vendor to
File transfer server in
DMZ.

22

SCADA
Software

File transfer
server (DMZ)

SCADA

SCADA

Protocol
unknown, over
LAN

FS

SCADA software
updates from DMZ to
SCADA.

23

RTU&IED
Maintenance
data

Substation
workstation

Primary RTUs

Substation
workstation

Internal format,
over LAN

LI

Local update of RTU
Maintenance Data in
Primary Substation
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#

Name

From

To

Initiator

Protocols

Auth

Comment
from local
workstation.

24

RTU&IED
Maintenance
data

Substation
Mobile
workstation

Secondary
RTUs

Substation
mobile
workstation

Internal format,
over LAN

LI

Local update of RTU
Maintenance Data in
Secondary
Substation from local
mobile workstation.

25

RTU&IED
Software data

Substation
workstation

Primary RTUs

Substation
workstation

Internal format,
over LAN

LI

Local
software/hardware
update of RTU
Software Data in
Primary Substation
from local
workstation.

26

RTU&IED
Software data

Substation
mobile
workstation

Secondary
RTUs

Substation
workstation

Internal format,
over LAN

LI

Local
software/hardware
update of RTU
Software Data in
Secondary
Substation from local
mobile workstation

27

RTU&IED
Maintenance
data

Energy Supplier
Element
Manager

DER RTUs

Energy Supplier
Element
Manager

Some type of
WEB service and
VPN over
Internet

LI

This for changing
parameters of the
DER RTUs and IEDs
from Energy Supplier
and download to
RTUs, examples are
allocation of signals
to input board
channels.

28

RTU&IED
Maintenance
data

Substation
mobile
workstation

DER RTU

Substation
mobile
workstation

Internal format,
over LAN

LI

Local update of RTU
and IED Maintenance
Data in DER
Substation from local
mobile workstation.

29

RTU&IED
Software data

Substation
mobile
workstation

DER RTU

Substation
mobile
workstation

Internal format,
over LAN

LI

Local update of RTU
and IED software
data from local
mobile substation in
the DER RTU.

30

Time Synch
Data

Time Server

SCADA

SCADA

NTP

FS

Standard format for
synchronizing clocks.
This is done over the
SCADA LAN.

31

Time Synch
Data

SCADA Front
End

SCADA

NTP

FS

Same as above.

Time Server
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#

Name

From

To

Initiator

Protocols

Auth

Comment

32

Time Synch
Data

SCADA Front
End

Primary RTU

SCADA Front
End

IEC 60870-5-101

FS

Time synch data
from SCADA
Frontend to Primary
RTUs to synchronise
the clocks of the
RTUs. Uses special
telegrams for time
synchronisation.

FS

Same as above

FS

Same as above

FS

Maintenance data to
the Front End from
SCADA. The FrontEnd Maintenance
Data is a subset of
the SCADA
Maintenance data
from Data
Engineering.

IEC 60870-5-104
DNP 3.0
Modbus

33

Time Synch
Data

SCADA Front
End

Secondary RTU

SCADA Front
End

IEC 60870-5-101
IEC 60870-5-104
DNP 3.0
Modbus

34

Time Synch
Data

SCADA Front
End

DER RTU

SCADA Front
End

IEC 60870-5-101
IEC 60870-5-104
DNP 3.0
Modbus

35

Front End
Maintenance
Data

SCADA

Front End

SCADA

RSP

IEC -104 does not
support
maintenance data so
this can only be sent
with proprietary
protocols like RSP.
36

Load Forecast
Data

TSO

File Transfer
server

TSO

FTP format over
Internet / VPN

?

TSO Load Forecast
data to SCADA File
Transfer Server.

37

Load Forecast
Data

File Transfer
server, DMZ

SCADA

SCADA

FTP format

FS

SCADA picks up Load
Forecast Data from
File transfer server in
the DMZ and use this
to predict loads and
balance against local
generation in the
DER.
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#

Name

From

To

Initiator

Protocols

Auth

Comment

38

Historic Data

Replicated
Historian

Office station

Office station

SQL commands

LI

Office user picks up
historic data from
the Replicated
Historian in the DMZ
to be used in office
applications.

39

Process Data
(inflow)

SCADA HMI

Office Station

Office Station

Internal format
VPN

FS/LI

Possibility for an
Office station to
remotely use the
SCADA HMI over VPN
to look on Process
data. This is possible
in many existing
systems and is
implemented to give
the office user, e.g.
manager, the
possibility to look on
SCADA displays.

39b

Process Data
(inflow)

Replicated
SCADA HMI

Office Station

Office Station

Internal format
VPN

FS/LI

Same as above.

40

Process Data
(commands)

Office Station

SCADA HMI

Office Station

Internal format
VPN

FS/LI

Possibility for an
Office station to
remote remotely use
the SCADA HMI over
VPN and send
Process Data
commands, e.g. open
breakers. This is
possible in many
existing systems.

40b

Process Data
(commands)

Office Station

Replicated
SCADA HMI

Office Station

Internal format
VPN

FS/LI

Same as above.

41

Internet Data

Office stations

Public Internet

Office Station

Internet format

LI

Possibility of DSO
office user to access
Internet, e.g. for
sending and
receiving emails.

42

Meter Data

Smart Meters

Meter Data
Concentrator

Meter Data
Concentrator

DLMS

FS?

43

Meter Data

Meter Data
Concentrator

AMI Private
Houses

AMI Private
Houses

DLMS, FTP, Webbased

FS?

Collection of Meter
Data from Smart
Meters to Meter
Data Concentrators
using PLC. We do not
model alarms from
meters so here only
the Meter Data
Concentrator is
Initiator.
Collection of Meter
Data from the Meter
Data Concentrator to
the AMI system for
private customers.
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#

Name

From

To

Initiator

Protocols

Auth

Comment
Communication
protocol depends on
the solution; it might
be DLMS, a web
server or (s)FTP
based.

44

Meter Data

Smart Meters

AMI Private
Houses

AMI Private
Houses

DLMS, VPN over
GPRS

FS?

Collection of Meter
Data from the Smart
Meters directly to
the AMI system for
private customers.
The HE-system
periodically contacts
the meter to check if
any alarms are
available, meter is
alive, clock sync of
the e-meter,
performing
maintenance. Etc.

45

KWh Meter
Data

KWh Meter

Meter Data
Concentrator

KWH Meter

Internal Format

FS?

Collection of kWh
Data from Smart
Meters to Meter
Data Concentrators
using PLC.
In the Netherlands,
the consumer has
the right to refuse
kWh or privacyrelated data being
read out. All other
data needed for
maintenance is
always allowed to
read out the meter.

46

KWh Meter
Data

Meter Data
Concentrator

AMI Industrial
Customers

AMI Industrial
Customers

Internal format

FS?

Collection of kWh
Data from the Meter
Data Concentrator to
the AMI system for
Industrial customers.

47

KWH Meter
Data

AMI Industrial
Customers

Data Hub

AMI Industrial
Customers

Transfer over
Internet

FS?

This is sending kWh
Data from the DSO
AMI system for
industrial customers
to the Data Hub for
further distribution
to the Energy
Suppliers so that the
Energy Supplier
know how much he
has produced in the
DER.
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#

Name

From

To

Initiator

Protocols

Auth

Comment

48

KWh Meter
Data

Data Hub

Energy
Supplier
System

Energy Supplier
System

Transfer over
Internet

FS?

This is sending kWh
Data from the Data
Hub to the Energy
Supplier System so
the Energy Supplier
knows how much he
has produced in his
DER.

49

Meter Data

AMI Private
Houses

Office station

Office station

Internal format

LI

Possibility for an
office station to look
at Meter Data from
AMI Private Houses,
to look at power
quality data in
profiles in the meter.
E.g. 10-minute
average power,
voltage level,
currents etc, for grid
analysis.
This dataflow is
highly unlikely for
obvious privacy
reasons (power and
current values can
help deduce the
behaviour of
consumers).

49b

Meter Data

AMI Private
Houses

AMI HMI

AMI HMI

Internal format

LI

Possibility for a local
HMI in the AMI zone
to look at Meter Data
from AMI Private
Houses, i.e. power
quality data in
profiles in the meter.
E.g. 10-minute
average power,
voltage level,
currents etc, for grid
analysis.

50

Meter
Configuration
Data

Meter
Firmware and
Key Server

Smart Meter

Meter Firmware
and Key Server

DLMS

HLS5

This is for sending
down new software
updates to the Smart
Meters.

51

Meter
Configuration
Data

Meter
Firmware and
Key Server

Smart Meter

Meter Firmware
and Key Server

DLMS

Same
as
DF49

Same counts for the
update of the
encryption keys (EK)
as for updating of
meter firmware.
Where the EK is also
encrypted by the socalled master key
(KEK) which is unique
for every meter (also

15

#

Name

From

To

Initiator

Protocols

Auth

Comment
unique EK per
meter).

Even though this system description up to this stage is much more detailed than the initial high-level
model, it is still not providing all the details defined by the securiCAD language:
• Most classes in securiCAD representing cyber security controls and defense mechanismsare not
at all represented in the description thus far. They were added by making additional assumptions
about the reference model. Most importantly, structures around user accounts and access control
were added. Most, but not all, software is protected by access control and generally there are one
administrator and one regular user per organisation. A DSO is however more complicated with
administrators and users both on the IT and OT sides, and there are also separate
users/administrators for the AMI and the substations. The model does not introduce Intrusion
Detection and Prevention Systems (IDS, IPS) or the use of vulnerability scanning (which are
available security mechanisms in securiCAD). It is possible to specify the status of defence
mechanisms in each of the modelled assets. To simplify the modelling, we use separate standard
configurations for assets belonging to the OT domains (essentially SCADA and substation zones)
and IT domains (all other zones).
• Protocols have been modelled individually according to the data flow descriptions. Two main
configuration settings are used as shown in Table 2. These settings mainly differ when it comes to
software patching (be it operating systems, regular applications or web applications), firewall
configuration, access control settings, and employees’ security training. The more secure
configuration setting represents a modern, state-of-the-practice system that was delivered during
the last three years. This basically means that the utility using this system is security aware and
has tried to protect the system against cyber-attacks using the existing security capabilities
offered by the chosen SCADA vendor. Conversely, the less secure configuration settings represent
an older system architecture.
•
Table 2. Parameterisation setting of defence mechanisms for configuration 1 (less secure) and configuration 2 (more secure) in
the securiCAD models. Differences are highlighted with a slightly darker blue. The parameter values range from 0 to 1 and
represents the probability that the defence mechanism is turned on (and operates under expected quality).

Asset

Defence Mechanism
ASLR

Configuration
Less Secure
More Secure
IT
OT
IT
OT
1
1
1
1

AntiMalware

1

0

1

0

DEP

1

1

1

1

Hardened

0

1

0

1

HostFirewall

1

0

1

0

Patched

0.75

0.25

0.95

0.5

StaticARPTables

1

1

1

1

Service

Patched

0.75

0.25

0.95

0.5

Client

Patched

0.75

0.25

0.95

0.5

Host
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Asset

Defence Mechanism
DNSSec

Network

SoftwareProduct
(Hosts)

SoftwareProduct
(Clients & Services)

ZoneManagement

WebApplication

Firewall

Configuration
Less Secure
More Secure
IT
OT
IT
OT
1
0
1
0

Authenticated

1

0

1

0

Nonce

1

0

1

0

HasVendorSupport

1

1

1

1

NoPatchableVulnerability

0

0.5

0.2

0.75

NoUnpatchableVulnerability

0.9

0.99

0.99

0.99

SafeLanguages

0

0

0

0

Scrutinized

1

1

1

1

SecretBinary

0

0

0

0

SecretSource

0.5

0.5

0.5

0.5

StaticCodeAnalysis

1

1

1

1

HasVendorSupport

1

1

1

1

NoPatchableVulnerability

0

0.75

0.1

0.75

NoUnpatchableVulnerability

0.75

0.99

0.9

0.99

SafeLanguages

0

0

0

0

Scrutinized

0.75

0.75

0.75

0.75

SecretBinary

0

0

0

0

SecretSource

1

1

1

1

StaticCodeAnalysis

1

0.25

1

0.25

AntiMalwarePolicy

1

0.5

1

1

ChangeControl

0.99

0.5

0.99

0.5

HostFirewall

0.99

0.5

0.99

0.5

PatchManagement

0

0

0

0

BlackBoxTesting

0.75

0.5

0.75

0.5

NoPublicCIVulnerabilities

0.95

1

0.95

1

NoPublicRFIVulnerabilities

0.95

1

0.95

1

NoPublicSQLIVulnerabilities

0.95

1

0.95

1

NoPublicXSSVulnerabilities

0.95

1

0.95

1

SecurityAwareDevelopers

0.75

0.5

0.75

0.5

StaticCodeAnalysis

0.5

0.5

0.5

0.5

TypeSafeAPI

0.75

0.25

0.75

0.25

Enabled

1

1

1

1

KnownRuleSet

0.99

0.75

0.99

0.95
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Asset

Defence Mechanism

Datastore

Encrypted

Configuration
Less Secure
More Secure
IT
OT
IT
OT
0.5
0
0.5
0

Backoff

0.5

0

0.5

0

Enabled

1

0.75

1

1

HashedPasswordRepository

1

1

1

1

NoDefaultPasswords

0.99

0.25

0.99

0.5

PasswordPolicyEnforcement

1

0

1

0

Salting

1

0.5

1

1

User

SecurityAware

0

0

1

1

Keystore

Encrypted

1

1

1

1

AccessControl

The resulting securiCAD “less secure” model for uc2:s2 is composed of 566 assets and 1005
relationships. The DMZ case model contains 603 assets and 1086 relationships. A high-level overview of
the “less secure” model is depicted in Figure 3, which relates to the system physical overview from
Figure 2. Only the two high-level assets are shown in this figure, networks and routers, to get a sense of
what the overall architecture of the uc2:s2 model looks like. Most of the more precise assets are
contained in either of the depicted assets: routers have a firewall, access control and IDS/IPS, while
networks contain various hosts. Note that in securiCAD a host can be connected to multiple networks;
this is not the case in the uc2:s2 reference model where each host is connected only to a single zone, be
it SCADA, Office, AMI, etc.
The securiCAD models are provided as supplementary data sets to this report as described in section 0
Appendix.
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Figure 3. securiCAD network topology view (featuring networks and routers only).

Along with the high-level network topology, zones definition and host creation, the core of the
modelling has been dataflow-driven. Each dataflow in Table 2 is present in securiCAD with its own
dedicated view and all the necessary assets to properly represent the dataflow going from one host to
the other (namely clients, services, protocols, access control and user accounts, data stores). Only the
assets that are needed for the identified data flows are modelled; nothing else. Note that securiCAD
randomly (depending on defences’ configuration) will add unknown services and access controls during
19

its calculations to rightfully capture what sometimes happen in a real large-scale network, e.g. machines
have forgotten services that can be leveraged by the attacker. Hence, there is no need for the security
analyst to add such assets manually.

Figure 4. Data flow 20 as modelled in securiCAD.

As an example, Dataflow no.20 from Table 1, which represents SCADA software updates requested by
File transfer server toward the Vendor server, is depicted in Figure 4. The File Transfer Server is a host
(on the left) that is part of the SCADA network. It has a software update client representing the process
that queries the vendor server for software updates. This client has a dedicated software product (it was
decided to model a proprietary internal software product for this, rather than a third-party product),
and is connected to the dataflow. The dataflow uses a protocol (here it is https; it could also have been
SSH File Transfer Protocol (SFTP) or a proprietary protocol), and is connected to the vendor server (the
host on the right) through a dedicated service representing a “gate”, which has also an associated
software product. The gate service is protected by access control, meaning that credentials are required
to obtain software updates. Moreover, the service is connected to a Database, representing the
software update repository. This means that the service allows to whoever can communicate with it and
has the proper credentials to access data on the data store. Finally, this service is connected to the
vendor server as a “non-root application”. This means that any client connecting to the service can only
obtain data produced by the software run by the service as opposed to a remote SSH connection that
provides a certain level of control on the owning host. The vendor server is connected to its own
network. Therefore, there must be a connection possible between the two hosts through networks and
routers to allow the dataflow to work. The connection goes from the vendor network, out to the
Internet through the vendor router, enters the DSO public DMZ through the DSO perimeter router, and
then reaches the SCADA zone through the DSO enterprise router. Finally, the dataflow specification
describes its flow through several routers within the model to indicate its route.
Figure 5 shows another data flow, no.40, which represents the ability for office users to remotely
connect to the SCADA HMI. This dataflow uses the same general logical as dataflow no.20: a host (office
computer) having a client (a RDP client) linked via a dataflow to a service (a RDP server) run at another
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host (SCADA HMI) and protected by access control. The difference here is how the service is connected
to the HMI: “root shell execution”.

Figure 5. Data flow 40 as modelled in securiCAD.

Two architecture variants were considered. The first variant has been described in this section. No
SCADA DMZ was introduced in the architecture. This means that the Historian and File Transfer Server
are located within the SCADA network zone, and office users are connected to the zone with the HMI in
the SCADA network for remote access (see dataflow no.40).
The second variant introduces a SCADA DMZ, which contains a replicated SCADA and replicated SCADA
HMI. The File Transfer Server and Historian have been removed from the SCADA zone and are placed
within the DMZ. Therefore, office users can only connect to the replicated HMI.
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Appendix 1, SEGRID Project
SEGRID (Security for smart Electricity GRIDs) is a collaborative research project funded within the 7th
framework program by the European Union. The partners of SEGRID are presented in the table below.
Type

Partners

DSOs

Alliander and EDP

Manufacturers

ABB and ZIV

Research and knowledge institutes

ENCS, RISE SICS, and TNO

Universities

KTH and FFCUL

SEGRID’s main objective is to enhance the protection of Smart Grids against cyber-attacks. In the coming
years, the level of automation in electricity distribution grids will grow substantially. Smart meters will
be deployed at home premises, and remote terminal units (RTUs) will be placed in distribution
substations. The increased automation should provide a better view of how electricity flows to the
medium and low voltage grids, and provide DSOs increased control to influence that flow. But the
increased automation also has major consequences for the cyber security of the electricity grid. Not only
does it add new routes through which cyber attackers can enter and attack the networks of DSOs, the
automation also offers more possibilities to do damage to the electricity grid itself.
The Smart Grid will not come into existence overnight; it will be composed of a mix of old, even legacy,
and new components. The Smart Grid can be seen as a gradually evolving system in which new
functionalities are added to accommodate new use cases with the challenge to maintain security,
privacy and dependability of the Smart Grid as a whole. Within the SEGRID project the work has been
focused around five concrete use cases:
1.
2.
3.
4.
5.

Smart meters used for on-line reading of consumption and technical data;
Load balancing renewable energy centrally;
Dynamic power management for smart homes, smart offices, and electric vehicles;
Load balancing renewable energy regionally (substation automation); and
Automatic reconfiguration of the power grid.

These five use cases reflect important steps in the developments of the Smart Grid, and will cover the
most relevant security and privacy issues that will arise. The use cases are of increasing complexity and
automation. This is depicted in Figure 6.
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Figure 6 SEGRID storyline

SEGRID has evaluated risk assessment methodologies and developed a practical approach for assessing
risk in Smart Grid developments. This RA method has been applied to the SEGRID use cases to evaluate
the method and identify new threats and risks due to the introduction of these use cases. The risk
assessment was used as a basis to develop the SEGRID Risk Management Methodology (SRMM) which
was based on IOS/IEC 27005 with specific enhancements to make the methodology more suited for
application within Smart Grids (e.g. addresses multi-stakeholder, interdependencies between
stakeholders and systems, and societal impact). Based on the risk assessment a GAP analysis was
performed to identify security & privacy technologies that are insufficient, or even non-existing, to
address the current and future cyber-security risks. Based on the risk and GAP analysis a cyber security
roadmap has been developed to guide DSOs and security research policy in required developments.
SEGRID has also performed an analysis of Smart Grid security related policies and provided guidance to
policy makers on improvements.
Within SEGRID work has been done on the developments of tools to support the secure design of Smart
Grid architectures and software, and on technology for:
•
•
•
•

secure and resilient systems & platforms
secure communication protocols
resilient communication infrastructure;
privacy by design.

Some examples of the SEGRID developments are described in this white paper. These developments
have been tested in the SEGRID Integrated Test Environment (SITE). In the last year, a cost-benefit
analysis will be undertaken to provide guidance for the adoption and exploitation of the developed
security solutions.
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Appendix 2, securiCAD files
The following four securiCAD files are supplementary material to this report:
uc2sc2_baseline.sCAD
uc2sc2_patched.sCAD
uc2sc2_DMZ.sCAD
uc2sc2_patched_DMZ.sCAD
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